


WHAT MAKES HEALTHCARE DIFFERENT?

To put it simply.. 
Healthcare stores PI and PHI and is an essential service. 
This makes you a rich target and creates “Hacker Street Cred.”  



WHAT ARE THE MOST COMMON 
CYBERSECURITY ISSUES IN HEALTHCARE?

Phishing

Ransomware Attacks 

Data Breaches 

DDOS attacks



PHISHING

The most common type of phishing is 
email phishing. Phishing emails can 
look very convincing, and they usually 
reference a well-known medical 
disturbance to identify link clicking.

Phishing is the most prevalent 
cybersecurity threat in healthcare. 
Phishing is the practice of infecting 
a seemingly innocuous email with 
malicious links.



Example of a phishing email posing as a message 
from the World Health Organization.

PHISHING



RANSOMWARE

During a ransomware 
attack, malware is 
injected into a network to 
infect and encrypt 
sensitive data until a 
ransom amount is paid.

This malicious software 
is usually injected into a 
system through a 
phishing attack.

Ransomware attacks are a 
growing threat amongst 
healthcare providers 
according to an analysis last 
year, more than 1 in 3 
healthcare organizations 
globally fell victim to a 
ransomware attack in 2020.



RANSOMWARE

The reason for its prevalence is 
that hackers understand how 
critical it is for the healthcare 
sector to minimize operation 
disturbances. During a 
ransomware attack, healthcare 
victims panic, fearing the 
regulatory consequences that 
follow the theft of patient data.

This increases the chances of 
a ransom payment despite 
the F.B.I's stern directive 
against such a response.

The prevalence of ransomware 
attacks is further fueled by the 
adoption of new technology to 
automate attacks. Inspired by 
the implementation efficiencies 
of the Business as a Service 
(BaaS) model, hackers have 
created their own variation 
known as Ransomware-as-a-
Service (Raas).



DATA 
BREACHES

The healthcare industry suffers 
a disproportionally large amount of data 
breaches compared to other industries. In 
2020, the average number of data breaches 
that occurred every day in the healthcare 
sector was 1.76.

HIPAA specifies strict requirements for 
protecting health records and other sensitive 
information from unauthorized access, but 
many health entities struggle with the 
implementation of its security controls.



Such cybersecurity gaps leave 
entry points for cyber 
attackers that continue to 
threaten the safety of patient 
care data, despite efforts to 
mitigate these events with 
frameworks like HIPAA.

Instead of a complete 
cybersecurity overhaul, such 
overlooked vulnerabilities can 
be detected with an attack 
surface monitoring solution, to 
extend the efforts already 
financed by security budgets.

Ideally, such a solution must be 
capable of also addressing the 
third-party vendor network, 
since this threat landscape could 
facilitate indirect access to 
sensitive data, such as social 
security numbers, credit card 
numbers, and even medical 
device intellectual property.

DATA 
BREACHES



DDOS ATTACK

A Distributed-Denial-of-Service 
attack is a flood of fake connection 
requests directed at a targeted 
server, forcing it offline. 

During this attack, multiple 
endpoints and IOT devices are 
forcibly recruited in a botnet via a 
malware infection to participate in 
this coordinated attack.



14 CYBERSECURITY 
KPIS TO TRACK

1 LEVEL OF PREPAREDNESS

 How many devices on your corporate network are fully 
patched and up to date? Vulnerability 
scans and vulnerability management is one of the 20 CIS 
Controls that can reduce the risk of vulnerability exploits. 

2 UNIDENTIFIED DEVICES ON INTERNAL 
NETWORKS

Employees can introduce malware and other cyber risks 
when they bring in their own devices, as can poorly 
configured Internet of Things (IoT) devices, which is 
why network intrusion detection systems are an important 
part of your organization's security.  

3 INTRUSION ATTEMPTS

 How many times have bad actors attempted to gain 
unauthorized access? You may need to reference firewall 
logs to gather this intelligence.

4 SECURITY INCIDENTS

How many times has an attacker breached your information 
assets or networks?



14 CYBERSECURITY 
KPIS TO TRACK

5 MEAN TIME TO DETECT (MTTD)

 How long do security threats go unnoticed? MTTD 
measures how long it takes your team to become aware 
of indicators of compromise and other security threats. 

6 MEAN TIME TO RESOLVE (MTTR)

What is the mean response time for your team to respond 
to a cyber attack once they are aware of it? A great 
measure of the quality of your incident response 
plan implementation.

7 MEAN TIME TO CONTAIN (MTTC)

 How long does it take to close identified attack 
vectors across all endpoints?

8 FIRST PARTY SECURITY RATINGS

Security ratings can feed into your cybersecurity risk 
assessment process and help inform which information 
security metrics need attention. This is the easiest way to 
communicate metrics to non-technical colleagues through 
an easy-to-understand score.



14 CYBERSECURITY 
KPIS TO TRACK

9 AVERAGE VENDOR SECURITY RATING

 The threat landscape for your organization extends 
beyond your borders and your security performance 
metrics must do the same. By continuously monitoring 
vendor risks, you can greatly reduce your third-
party and fourth-party risk.

10 PATCHING CADENCE

How long does it take your team to implement application 
security patches or mitigate high-risk CVE-listed 
vulnerabilities? Cybercriminals often use threat 
intelligence tools and exploit the lag between patch 
releases and implementation.

11 ACCESS MANAGEMENT

 How many users have administrative privileges? Access 
control and the principle of least privilege are simple, cost 
effective methods of reducing privilege escalation attacks.

12 COMPANY VS PEER PERFORMANCE

 The topic metric for board level reporting today is how your 
organization's cybersecurity performance compares to the 
peers in your industry. This information is easily digestible, 
visually appealing and highly compelling which makes it a 
top choice for board presentations.



14 CYBERSECURITY 
KPIS TO TRACK

13 VENDOR PATCHING CADENCE

 This metric involves determining how many risks your 
third-party vendor has and how many critical 
vulnerabilities are yet to be remediated.

14 MEAN TIME FOR VENDORS INCIDENT 
RESPONSE

The longer it takes vendors to respond to incidents, the 
higher the chance you will suffer from a third-party data 
breach. In fact, some of the biggest data breaches are 
result of poor vendor management.



TOP BLOGS 
& THREAT 
INTELLIGENCE

1 ADAM SHOSTACK & FRIENDS
Adam Shostack & friends is a group blog on security, liberty, 
privacy, and economics.

2 CIO
CIO focuses on providing insights into career development, 
including certifications, hiring practices, and skills development, 
alongside content geared toward helping C-Suite executives 
confront the cybersecurity challenges faced by their 
organizations.

3 CSO
CSO serves enterprise security decision-makers and users by 
providing critical information they need to stay ahead of 
evolving cyber threats and defend against criminal cyberattacks.

4 CYBERSECURITY INSIDERS
Cybersecurity Insiders is a comprehensive source for everything 
related to cybersecurity. They have reports, webinars, courses, and 
events that are constantly updated.

5 DANIEL MIESSLER
Daniel Miessler is an experienced cybersecurity expert, consultant, 
and writer with more than 20 years of experience in information 
security. His experience ranges from technical assessment and 
implementation to executive-level advisory services consulting, to 
building and running industry-leading security programs.



THANK YOU FOR JOINING US!

Contact our IT Experts for a 
Cyber Security Assessment!

info@geninf.com
888.349.8766
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